HIPAA Compliance Report

Prepared by Northwind Health
June 2026

Project Information

Target Path: vlayer-demo-nextjs
Organization: Northwind Health
Report Generated: 6/17/2026, 11:33:08 PM

Files Scanned: 4

Scan Summary

27 findings grouped into 22 locations
+ 1 upcoming requirement (NPRM — proposed rule), excluded from the counts below

14 S}

Critical Medium

Compliance Score: 0/100 (Grade F)
Status: critical
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Findings by Location

27 findings grouped into 22 locations — multiple controls at the same file & line are shown together, each
counted individually.

CRITICAL

CRITICAL

Missing Multi-Factor Authentication for PHI Access
src/ app/ api/ pati ents/ rout e.ts: 12

A5 CIR §164.21 ﬁ/,\\ln\/\ AAAAA Panteal (M Aniva
SO wl I\ 3100 Access Control usequi

src/app/apllpatlents/route ts:36 - 4 controls flagged at this location

CRITICAL - PHI Data in Error Logs or Thrown Errors
45 CFR 8164.312(c) — Integrity Controls

HIGH - Patient name in console output
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR §164.514 — De-identification and Minimum Necessary

HIGH - PHI data in console output
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR §164.514 — De-identification and Minimum Necessary

HIGH - PHI in template literal log
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR §164.514 — De-identification and Minimum Necessary

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

Missing Multi-Factor Authentication for PHI Access
src/ app/ api / patients/route.ts:55

A AT SA0A D1ANIONGN A mmnnn Danteal (MDA i
GO Ul I\ 310904 — Access Control |\c uucu

ePHI Stored Without Encryptlon at Rest
src/ app/ dashboar d/ page tsx: 25

45CFR ga.u-r ua.; u :_ |v — |_||\.|yr)uu|| \n\cquucu;

PHI stored in IocaIStorage

src/ app/ dashboar d/ page. t sx: 25
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR 8164.514 — De-identification and Minimum

|\|C\.,Csoou

PHI Data in Error Logs or Thrown Errors
src/ app/ dashboar d/ page tsx: 27

AC AP S104 ﬁ1ﬁ/A\ lary
ST Ul N SLUT.O1a\C) — uu\_ IIL Controls

src/app/dashboard/page tsx:31 - 2 controls flagged at this location

CRITICAL - PHI Data in Error Logs or Thrown Errors
45 CFR 8164.312(c) — Integrity Controls

HIGH - Patient name in console output
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR §164.514 — De-identification and Minimum Necessary

HIGH

HIGH

HIGH

No audit logging framework detected
package. j son

AC AP S104 ﬁ1ﬁ/k\ il A
ST Ul I\ SLUT. Oy —Audit Controls

PHI Data Access Without Role/Permission Verification
src/ app/ api / pati ent s/ route.ts: 21

AC AP S104 91 ﬁ/..\/»t\ AAAAA lary ~
ST Ul N SLUT.OL Access Control

src/app/apllpatlents/route ts:37 - 2 controls flagged at this location

HIGH - PHI data in console output
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR §164.514 — De-identification and Minimum Necessary

HIGH - PHI in template literal log
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR §164.514 — De-identification and Minimum Necessary

HIGH

HIGH

HIGH

HIGH

HIGH

PHI Data Access Without Role/Permission Verification
src/ app/ api / pati ent s/ route.ts: 62

AC AP S10A 919N\ An~nan P Aante~
SO Cl I\ 31UT.oLs Access Control

Unsanitized Error Details Sent to User
src/ app/ api/patients/route.ts: 67

AC AFM S104 21971\ Avidit D anbvala
ST Ul I\ SLUT.OLa\U) T Aulil wonuJis

Encryption issue: Unencrypted HTTP URL
src/ app/ dashboar d/ page. t sx: 20

AC AP S10A 2919/ Trananmiccinn [a PN
ST Ul N SLUT.OLa\C (L) T HaniSnins3Sion u\,\.,uluy

Missing Automatic Session Timeout
src/ app/ dashboar d/ page. t sx: 35

AC AP S10A D19 ANON5 _ Camminn Aanteal (MAniva
R I B AN Session Control [ uu\,u

Missing VuIneraleIlty Scannlng Conflguratlon
proj ect-1evel :

AC AP S104 9NO/ANO\ ual [P Aciva PRAY
ST Ul N SLUT.OVO\Q)\VU) — Lvaiuation \l\\,quu\,u;
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Findings by Location (continued)

MEDIUM Database Without Backup Configuration
src/ app/ api / patients/route.ts: 10
45-CFR-§164:208(a) (A (i) {A)—Data-Backup-Plan

MEDIUM SELECT * on PHI fables Violates Minimum Necessary Principle
src/ app/ api / pati ent s/ route.ts: 22

MEDIUM Patient address handllng detecied\1

src/ app/ api / patients/route.ts: 51
45 CFR 8164.502 — Uses and Disclosures of PHI: General Rules; 45 CFR 8§164.514 — De-identification and Minimum

|\|C\.,Ceoal

MEDIUM Data deletion without apparent logging
src/ app/ api/patients/route.ts: 63

A5 CTR §164.5300) AniimaAnEatian
SOl I\ 31U, OCuimiCiiiauorni

MEDIUM PHI cachlng detected
src/ app/ dashboar d/ page t SX' 25

AC AP S104 rf)r\/\
ST Ul I\ SLUT.I0VYyy) Documentation

INFO ePHI Technology Asset Inventory Generated
ASSET- | NVENTCRY: 1
45-CFR-§164:208 (@) L A} — Risk-Analysis-(Required)
INFO ePHI Flow Map ‘Generated
PHI - FLOM MAP: 1
AC D S1020A DONOIANANIN/ AN PNial: Avrmahimia (MaAaciivad)
45-CFR-§164:308 () D A} — Risk-Analysis-(Required)

Upcoming Requirements

NPRM — proposed rule, not yet in effect

These reference the proposed 2026 HIPAA Security Rule (NPRM). They are not current obligations and are excluded from
the severity summary above. They will apply if and when the rule is finalized.

PROPOSED Authentication Configuration Without MFA Enabled
src/ app/ api/patients/route.ts: 10

AC AFD S104 291974\ DAavann ~Ar Fintitr s At amtinatinm (INIPDPDA o ve~mana A
45 Tl in 3104.012(G)y — 1+ 'Si5017 OF Lty AUtnSRuCaudn g v — Biropasea |uu,/
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